NudopmannoHHas naMATKA AJ1s1 00y4ar0IMXCH

C KaXXIAbIM I'OJOM MOJOACKHU B MHTCPHETC CTAHOBUTHCA 6OJILIHC, 4 IIKOJIBHUKH OJHN
13 CaMbIX aKTMBHBIX I10JIb30BaTEICH PYHCTa. MC}K,ZIy TEM, IIOMHUMO OTPOMHOTI'O
KOJIM4YECTBA BO3M0)KHOCTCI>1, HHTCPHCT HCCCT U HpOGJ'ICMBI. OTa mamsaTKa JOJDKHAa
ITOMOYb TeOe 0€30macHo HaXOIHUTHBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KomrmbroTepHsiii BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIBHOU OCOOCHHOCTHIO KOTOPOU SBIIIETCS CIIOCOOHOCTH K pa3MHOXKEHHUI0. B
JOIOJIHEHUE K ATOMY, BUPYCHI MOTYT IIOBPEINUTD UJIU MOJHOCTHE) YHUYTOXHUTH BCE
(aiiabl U JaHHBIE, TOJAKOHTPOJIbHBIE MTOJIB30BATEN0, OT UMEHU KOTOPOTo OblLia
3amynieHa 3apaxEéHHasi IporpamMmma, a TakKe MOBPEAUTh WIH JIaXKe YHUUTOXHUTh
ONEpPaLMOHHYIO CUCTEMY CO BCeMH (pailiiaMu B 11esoM. B O0IbIIMHCTBE CiyyaeB
pacupoCTpPaHsAOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[BI 3alMUTBI OT BPCAOHOCHBIX ITPOIr'paMM:

Hcnonb3yii COBpEMEHHBIE ONIEPAIIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIA YPOBEHb
3aIUTHI OT BPEOHOCHBIX IIPOTPaMM;

[TocTostHHO ycTaHaBIMBal mayTH (U(PPOBBIE 3aMJIATKA, KOTOPHIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LIEIBI0 TIOPAOTKH MPOTPaMMBbl) U Ipyrue OOHOBIIEHUS CBOEH
onepanuoHHOM cructembl. CkaunBai UX TOJBKO C OPHUIIMAIBHOTO caiiTa pa3paboTynka
OC. Ecnu cy1iecTByeT peKuM aBTOMAaTHYECKOTO OOHOBJICHHS, BKIIFOUH €T0;

PaOoraii Ha cBOEM KOMIIBIOTCPC IO IpaBaMM IIOJIL30BATCIAA, a HC aAMUHHUCTPATOpA.
OTO HE MO3BOJIUT 6OJ'IBHII/IHCTBy BPCIOHOCHBIX IIPOrpaMM MHCTAJIJIIMPOBATLCA HA
TBOCM IICPCOHAJIbBHOM KOMIIBIOTCPC,

Hcronp3yit aHTUBUPYCHBIE TIPOTPaMMHBIC TTPOTYKTHI M3BECTHBIX MPOU3BOIUTENCH, C
aBTOMAaTHYECKHUM OOHOBJICHHUEM 0a3;

Orpanunyb (HU3NYECKUIN TOCTYI K KOMITBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;

Hcnons3yil BHENTHUE HOCUTENW UH(GOPMAIINK, TAKKE KaK (uiellika, TUCK Win (ail u3
MHTEPHETA, TOJIBKO U3 MPOQPEPEHHBIX UICTOYHHUKOB,

He oTkpbiBail KoMIbIOTEpHBIE (Pailiibl, HOTYYEHHbIE U3 HEHAJEKHBIX UICTOUHUKOB.
Jaxxe Te (aitsibl, KOTOpBIE MIPUCITAT TBOM 3HaKOMBIH. Jlydilie yTouHU y HETO,



OTIIPABJISUI JIU OH TeOe uX.
Cerun WI-FI

Wi-Fi - 3T0 He BUJI mepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OpEH I, MapKa.
Eme B 1991 rony Hunepnanackas koMmnanus 3apeructpuponaina opeas « WECA», uto
obo3nauano cioBocoueranue « Wireless Fidelity», koTopslil mepeBoanTcs Kak
«OecrpoBOIHAsE TOYHOCTD.

Jlo Hamiero BpeMeHH JIolia apyras ab0peBuarypa, KoTopas sBIsieTCs TaKOH ke
TexHoJioruen. 1o abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO IaHO C HAMEKOM
Ha CTaHJApT BbICIINN 3ByKOBOM TexHukU Hi-Fi, 4To B mepeBojie 03HAYaeT «BhICOKAs
TOYHOCTB.

Ja, OecrinaTHBIM HHTEPHET-A0CTYN B Kade, OTEeNSIX U a’dponopTax sBISETCS OTIIMYHOM
BO3MO>KHOCTBIO BbIX0/1a B MUHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO
obmenoctynusie WiFi cetn He SBISIOTCS O€30MMaCHBIMHU.

CogeTslI 10 Oe30macHOCTH paboTe B 00menocTynHbix cetsax Wi-fi

He nepenagaii cBoto nuunyto nHdopmaruio uyepes oodmenocrynusie Wi-Fi cetu.
PaGoTas B HUX, *KenaTelbHO HE BBOAUTH MApOJIH JIOCTYIIA, JOTUHBI U KAKUE-TO
HOMEDA;

Hcnons3yit 1 0OHOBIISIIT aHTUBUPYCHBIE IPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl
oOe3onacuilb cedst OT 3aKaYyKy BUpyca Ha TBOE YCTPOMCTBO;

IIpu ucnons3oBanuu Wi-Fi otkmoun pynkuuto «O0muii goctyn k daitiam u
npuaTepam». J[anHas QyHKIMS 3aKpbITa M0 YMOJIYaHUIO, OJJHAKO HEKOTOPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIONIb30BaHus B paboTe mwin yuede;

He ucnonp3yit myommunbsiit WI-FI aiia nepegaun mTu4HBIX TaHHBIX, HAPUMED 15
BBIXO/Ia B COLIMAJIbHBIC CETH WJIM B DJICKTPOHHYIO MTOYTY;

Nnonb3yi Tonpko 3amunieHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e. pu
HaOope BeO-apeca BBOIM UMEHHO «https://»;

B Mmo6unbHOM Tenedone oTkmoun Gpyukimio «lloakmodenne k Wi-Fi
aBpToMaTuueckuy». He momyckan aBTOMaTU4ECKOTrO MOAKIIOUYEHUS YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBO€ero cormnacus.



ConuaJjibHbIE CETH
CoumanibHbIe CETH aKTUBHO BXOJIST B HAITy )KM3Hb, MHOTHE JIIOJIU PA0OTAIOT U KUBYT
TaM MOCTOsTHHO, a B Facebook y»ke 3apeructpupoBan MAUTHAP]] Y€TTOBEK, YTO
SIBJIICTCSI OMHOM CEIbMOM BCEX JKUTENEH IIaHeThl. MHOTHE MOJIL30BaTEIN HE
MMOHUMAIOT, YTO WH(OpMAIHs, pa3MEIeHHAs MU B COITMATBHBIX CETSIX, MOXKET OBIThH
HalJIeHa U UCTIOJIb30BaHa KEM YTOJIHO, B TOM YHCJIE He 00s13aTeNIbHO ¢ OJarumMu
HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIMAIBHBIX CETAX:

Orpanuub CucoK Apy3ei. Y TeOs B APY3bsX HE JOJKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuinai cBOIO 4YacTHYIO ku3Hb. He ykasbiBaii mapoiu, TenedoHsl, aapeca, 1aTy
TBOETO POXKJEHUS U APYTYIO TUYHYIO HH(GOPMAIIHNIO. 3TTOYMBIIIUICHHUKH MOTYT
HCIIOJB30BaTh Jaxe MH(MOPMAIIUIO O TOM, KaK Thl U TBOU POJAUTENIH MIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amuinai cBOIO penyTaluio - IEP>KHU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN Obl
ThI, YTOOBI IPYTHE MOJIH30BATEIN BUICIH, YTO ThI 3arpyxaeib? [Togymail, npexme
YeM YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arPy3UTh;

Ecnu TeI roBOpUIIB € TFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE
UM U JPYTYIO JINYHYIO UH()OPMAIUKU: UMS1, MECTO JKUTEIbCTBA, MECTO YUeObl U
mpouee;

N36erait pazmetenns pororpaduii B Untepuete, rae Tl M1300pakeH Ha MECTHOCTH,
10 KOTOPOW MOYHO ONPEIENIUTh TBOE MECTOIOJIOKEHHUE;

[Tpu perucTparyiv B COIMAIBHON CETH HEOOXOIMMO MCTIONB30BaTh CIIOKHBIC MTAPOJIH,
cocrosime u3 OykB U 1udp U C KOJIMIECTBOM 3HAKOB HE MEHEE &;

JIJist conManbHOM CeTH, TTOYTHI M IPYTUX CAUTOB HEOOXOIUMO HCTIONB30BaTh PA3HBIC
naposu. Torga ecnu Te€0s B3IOMAIOT, TO 3JI0YMBINUICHHUKY MOJIyYaT TOCTYI TOIBKO K
OJJHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHbIE IEHbI'H

DJIEKTPOHHBIC JICHBI'U — 3TO OYEHBb YA0OHBIN CIIOCO0 TUIATEXEH, OJTHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBTH.

3J’ICKTpOHHI)Ie ACHBI'M ITOABHUIIMCH COBCEM HCAABHO M HMMCHHO H3-3a O9TOI'O BO MHOT'MX



rocyaapcrBax 10 CUX IIOP HE IMPOIMCAHO ITPO HUX B 3aKOHAX.

B Poccun e oHM PYHKITMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJIEe UX
pa3leNsoT Ha HECKOJIbKO BUJIOB - AHOHUMHBIE M HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO
AHOHUMHBIE - ATO T€, B KOTOPBIX pa3peniacTcsi IpOBOJUTH onepanuu 0e3
UAeHTU(UKAITIY TI0JTb30BATENs, a B HEAHOHUMHBIX UACHTU(MUKAIINY TOJIH30BaTEIs
ABJISIETCS 00S3aTEILHOM.

Taxoke ciemyeT pa3uyath 3JICKTPOHHBIC (PUATHBIC ICHBIU (PaBHBI TOCYAaPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIC He(UATHBIC ICHBIU (HE paBHBI TOCYAapCTBECHHBIM
BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMH JIEHbAMU:

[IpuBsxu K cueTy MOOMIIBHBIN TenedoH. ITO camblid yA0OHBIN U OBICTPBIN CITOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsi3aHHbIi TeaedOoH NOMOKET, €Ciau 3a0yAellib
CBOM IUIATEKHBIA MAapOJib WM 3aiAEUIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

I/ICHOHBBYP'I OJHOPA30BLIC ITAPOJIH. ITocne IIepexoJa Ha YCUJIICHHYIO aBTOPHU3allHNIO
TeOe YKC HC 6yzxeT YI'POXKATh OIIACHOCTD KpaK1 WJIN IICPEXBATa INIATCIKHOI'O IIapOJIA;

Br16epu croxxsblii napodb. [IpectynHukam OyAeT He MPOCTO yraaaTh CIOKHbIN
naposib. HagexxHple maposim — 3T0 mapoJiv, KOTOpbIE COJepKaT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOYHBIC U TIPOIUCHBIE OYKBBI, TU(PPHI K HECKOJIBKO CUMBOJIOB,

TaKHe Kak 3HaK JoJuiapa, (yHTa, BOCKIMIATENbHBIN 3HAK U T.11. Harpumep,
StRONg!;;

He BBO/IM cBOM JIMUHBIE TaHHBIE HA CaiiTaX, KOTOPHIM HE JOBEPSCIIIb.
JJIeKTPOHHASA MOYTA

DIIEKTPOHHAS MTOYTa — 3TO TEXHOJIOTHS ¥ TTPEIOCTABIISIEMbBIE €10 YCIYTH 10
MEePECHUIKE U MOTYYSHUIO AJICKTPOHHBIX COOOIIEHUIA, KOTOPHIE PACTIPECISIOTCS B
KOMIIBIOTEPHOU ceTH. OOBIYHO 3JICKTPOHHBIM IMOYTOBBIN SIIUK BBITIISIAT
CICAYIOIIUM 00pa3oM: UMsI_TOJIb30BaTEIA(@UMs_JoMeHa. Takke KpoMme mepeaadn
IIPOCTOT0 TEKCTa, HMEETCS BO3MOKHOCTD IIepeaBaTh (haiiibl.

OCHOBHBIE COBETHI 110 0€30MaCHON padOTe ¢ ANEKTPOHHOMN MOYTOM:

Hano BeIOpaTh NpaBUIIbHBIN TOUTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPITh TEM, KOTO 3HACIIb U KTO



IIEPBBIA B PEUTHUHTE;

He yxa3biBail B InuHOM moyTe JInuHyto uHbopmaiuio. Hampumep, mydiie BeIOpaTh
«MYy3bIKaJIbHBIA _(paHaT@» nunu «pok2013» BmecTo «remal3y;

Hcnonb3yii AByX3TallHYI0 aBTOPU3ALIMIO. ITO KOTJIa IOMUMO MApOoJisi HY’)KHO BBOJUTD
KO/I, PUCBhUIaEMBbIN 110 SMS;

Br16epu ciioxxHbIN apoiib. J{J1s KaXa0ro NoYTOBOIO SILIUKA JT0JKEH ObITh CBOU
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapoOJib;

Ecnu ecTb BO3MOKHOCTB HalMCcaTh CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH ATY
BO3MOXKHOCTD;

Hcnonp3yit HECKOJIBKO IMOYTOBBIX SIIMKOB. [1epBbIi 1711 4aCTHOM NEPENUCKH C
azpecaTaMy, KOTOPBIM Thl JOBEPSCIIb. DTO dJIEKTPOHHBIN aIpeC HE HAZ0
UCIOJIb30BaTh MPU PETUCTPALIUU Ha POpyMax U caiTax;

He oTkpbiBail daiinbl 1 Apyrue BIOKEHUS B MUChMaXx Jake €CJIM OHM MPHUIILTHA OT
TBOUX Jipy3el. Jlydille yTOYHU y HUX, OTIPABIISIIN JIU OHU TeOe 3TU (haiibl;

[Tocne okoHyaHus pabOThI HA TOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKJIAJIKH C
caiiToM He 3a0yJib Ha)KaTh Ha «BBIATHY.

Kun6epOy1iimHr wiin BUPTyaibHOE U3/1€BaTEIbCTBO

KubepOymuHr — npecienoBaHue cOOOIIEHUSIMU, COACPKAIUMU OCKOPOJICHUSI,
arpeccuio, 3aIyruBaHue; XyJIUTraHCTBO; COIMAIbHOE OOMKOTHPOBAHHUE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KHOEPOYITMHIOM:

He Opocaiics B 60ii. JIyumuii crmoco0: MOCOBETOBATHCS KaK ce0s BECTH U, €CJIN HET
TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaUaje YCIIOKOUThCS. Eciy Thl HauHEIIb
OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHUSI, TO TOJIBKO ellle OOJIbIIe Pa30KKeIb
KOH(DJTUKT;

VYmpasmsii cBoeit kubeppernyTaiuei;

AHOHMMHOCTBH B CETH MHHUMAs. CYH_IGCTBYIOT CIIOCOOBI BBISICHUTBH, KTO CTOUT 3a
AHOHVNMHBIM aKKayHTOM;

He cTouTt BecTn xXynuranckuii o0pa3 BUPTyalibHOM ku3HU. THTEpHET PuKcHUpyeT Bce



TBOU JICHCTBUS U COXpaHSCT UX. Y JATUTh X Oy/IeT KpaiiHe 3aTPYIHUTEILHO;
CoOmron1ail cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii enuanyHbi HeratuB. OHOPa30Bble OCKOPOUTEIbHBIE COOOIIIEHNUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4yajabHOW CTaIuu;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMUA COOOIIEHUSIMHU, B COITAATTLHBIX
CETSX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPaBKH COOOIIEHUH C ONpeIeIeHHBIX
aJIpecoB;

Ecnu b1 cBUneTENns KNOEpOymuHTra. TBOU JEHCTBUSA: BHICTYIIUTH IPOTUB
pecieaoBaTes, IoKa3aTh EMY, UTO €ro IEMCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJIJIEP>KATh KEPTBY, KOTOPOM HY>KHA MICUXOJIOTHYECKask MOMOIIlb, COOOUTUTh
B3POCIBIM O (paKTE arpeCCUBHOTO MOBEICHUS B CETH.

MooOuiabHbId TesedoH

CoBpemenHbIe cMapTHOHBI U TJIAHIIETHI COJIepKaT B ce0e BIIOJIHE B3POCIIBIT
(GbyHKIIMOHAM, U TeTIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU
KoMIbioTepamu. OgHAKO, CPEACTB 3aIUTHI JIJIs TOJOOHBIX YCTPONUCTB MOKA OYCHD
Maio. TecTupoBaHUE U TTOMCK YA3BUMOCTEW B HUX IPOUCXOJUT HE TAK HHTEHCUBHO,
kak 1151 [1K, 1O ke camoe kacaeTcss 1 MOOUJTBHBIX TTPUIIOKEHUM.

CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAIN HACTOJIbHbBIE
aHaJIOTH, OJTHAKO paciupeHre GyHKIIMOHaa BIeUeT 3a CO00M OOJIBIIYIO CII0KHOCTh
Y MEHBIITYIO 3aIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTEHU BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIINE
KPUTHUYECKUE YSA3BUMOCTH JIJII CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JJI 0€3011aCHOCTH MOOUIILHOTO TesieoHa:

Huuaero He siBIseTCS Mo-HACTOSIIEMY O€CIUIaTHBIM. byib 0CTOpOXEH, BEIb KOTIa
TeOe mpeIararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO
MJIaTHBIC YCIIYTH;

Hywmaii, pexe yeM otnpaButh SMS, ¢oTo ninm Bugeo. Thl TOYHO 3HACID, T/I€ OHU
OylyT B KOHEUHOM HUTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;



Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI 171 MOOUJIBHBIX TeNe(OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BEAb OHN MOTI'YT COACPIKATH
BpPCAOHOCHOC IIPpOIrpaMMHOC OGCCHC‘-ICHI/Ie;

[Tocne Toro Kak Thl BBIHICIIB C CaiTa, I7e BBOAWI JUYHYIO HH(DOPMAITUIO, 3ai1U B
HACTPOWKH Opay3epa U yaanu cookies;

Ileproauyecku npoBepsi KaKue IIIaTHBIE YCIIYyT'M aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOf HOMEp MOOHMIIBHOTO TeedOoHa TOIBKO JEFOASM, KOTOPBIX ThI 3HACIIIH U
KOMY JIOBEpSICIIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJIa Thl UM HE TIoJib3yelibes. He 3a0biBaii
WHOT/Ia IPOBEPSITH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAHH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
00BEIMHAIOIINE COTHHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccneayror JaHHbIN
UM MHp, OOIIAIOTCS IPYT C APYTOM, BBITOJHSIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U
MOJIyYaroT OMbIT. 32 YAOBOJIBCTBUE OHU IUIATAT: MOKYIAIOT IUCK, OMJIa4UBaIOT
a0OHEMEHT WJIM IPUOOPETAOT KAKHE-TO OMLIMH.

Bce atu cpencTBa uayT Ha MOAAEp)KaHUE U PA3BUTHE UTPHI, @ TAKXKE HA camy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CHCTEMBI aBTOPU3AINH, BBITYCKAIOTCS HOBBIC
natuu (HuQpoBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX Urpax CTOUT OIIaCaTbCs HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KPa’KH
TBOCTO IIapOJIsid, HA KOTOPOM OCHOBaHA CUCTCMa aBTOPU3AIINHN OOJIBLIIMHCTBA Hrp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:

Ecnu npyroit urpok BeseT ceds miIioXo Wi CO34aeT Te0e HENPUITHOCTH, 3a0JOKUPYH
€T0 B CIHCKE UTPOKOB;

[Toxanyiicss aIMUHHCTPATOPAM UTPHI HA TIIOXO€ MOBEAEHUE ATOTO UTPOKa,
AKEJIATEIbHO MPWIOKUTh KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBail tnunyo nHpopmMaIuio B mpodaiiie urpsl;

YBaxkal Apyrux y4aCTHUKOB I10 UIPE;



He ycranasnuBaii HeopuuaabHbIe MaTIA U MOJBL;
Hcnonp3yii CII0XKHBIE U Pa3HbIE ITAPOJIH;

I{axe BO BPCM:A UI'PbI HC CTOUT OTKIIIOYATh aHTUBHUPYC. IIoka ThI HUIpaciib, TBOM
KOMIIBIOTECP MOT'YT 3apa3UTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OObIYHOM KpaXkel ACHET U IOKyMEHTOB CETOAHs YK€ HUKOTO HE YJUBUIIb, HO C
pPa3sBUTUEM UHTEPHET-TEXHOJIOIUH 3JI0YMBILIJIEHHUKU [IEPEMECTWINCH B UHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCSA «IFOOMMBIMY JIEIIOM.

Tax nosBuIIack HOBas yrpo3a: HHTEPHET-MOLUICHHUYECTBA WK (PUIIMHT, TJIaBHAs
L€JIb KOTOPOT'O COCTOUT B MOJyYEHUU KOH(PUICHIUAIbHBIX JaHHBIX MOJIb30BaTENIEH
— JIOTUHOB U napoJied. Ha anrnuiickoM sa3bike phishing untaercs kak ¢pumumHr (0T
fishing — pwiOHas 0B, password — MapoJb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

Cnenu 3a cBouM akkayHTOM. Eciu Thl IOJ103peBaclilb, UTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIINTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKODPEE;

Hcnonb3yit 6e30macHbie BeO-CaliThl, B TOM YUCJIC, MHTEPHET-Mara3unHOB U IMTOMCKOBBIX
CHCTEM;

Hcnionp3yii criokHbIC U pa3Hble mapoin. Takum o0pa3om, eciivi TeOs B3IOMAloT, TO
3II0YMBIITUICHHUKY TIOJIy4aT JTOCTYI TOJIBKO K OJTHOMY TBOEMY ITPO(IIIIO B CETH, a HE
KO BCEM;

Ecnu te0s B310Mau, TO HEOOXOAMMO NMPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHbI y T€Os B APY3bSIX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOXHO, OT
TBOEr0 UMEHHU OYyJIeT pacchlIaThCs CllaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI;

YcranoBu Haaexubid napois (PIN) Ha MoOMIBHBIN TenedoH;
OTxIr04H cOXpaHEeHHe Mmapodisi B Opaysepe;

He oTkpsiBaii ¢aitisl u Apyrue BIOKEHUS B TUChMaX JaKe €CITU OHH MPUIILUIA OT
TBOMX Jpy3el. JIydle yTouHu y HUX, OTIIPaBIIsUIM JIM OHU TeOe 3TU (ailiibl.

Iu¢pposast penyrauus



[u¢posas penyranus - 3T0 HETaTUBHAS WM IO3UTUBHAs UH(OpPMAIUS B CETH O TeOe.
KoMmnpomerupytomias nHGpopmalys pa3MelieHHasi B MHTEPHETE MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peasibHOM )u3HU. «LludpoBas penyrauus» - 3T0 TBOU
UMUK, KOTOPBIN (hopMupyeTcs u3 nHpopMaluu o Tede B UHTEPHETE.

TBOE MeCTO KUTENHCTBA, YUeOBI, TBOE (MHAHCOBOE TIOJIOKEHHE, OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHor#e MoAPOCTKH JETKOMBICIIEHHO OTHOCSITCS K ITyOJIMKAITUY JIMYHON HH(POpMAITHH
B lHTEpHETE, HE MOHMMAas BO3MOXHBIX MOCJIEACTBUI. ThI 1axKe HE CMOXKENIb
J0TanaThCs 0 TOM, 4TO oTorpadus, pa3MenieHHas 5 JIeT Ha3al, CTana MPUINHON
OTKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux pororpaduii u Apyrue 1eUCTBUSI MOTYT HE
MCYE3HYTh JIaK€ MOCIE TOTO, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(pOpMaIIIo, ToNalia JU OHA B MOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O T€0E€ OKpYXkKAIoLIEee JIOAN, KOTOPbIe HAWAYT U YBUIAT 3TO.
Haiitu nadopmaiuio MHOTO JIET CIIYCTS CMOXKET JIF0OOH - Kak U3 J00phIX
NMOOYXKJICHUH, TaK U ¢ HAMEPEHUEM NTPUUUHUTD BpEl. ITO MOXKET OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM peImyTallUu:

[Toxymaii, mpeskie 4eM 4TO-TO MyOJIMKOBATh U TIepe/laBaTh y ceOs B O6JI0Te WU B
COILIMAILHOM CETH;

B nHactpoiikax npodussi ycTaHOBH OTpaHUUYEHHUS Ha TPOCMOTP TBOETO MPOUIIS U €T0
COAEPKUMOTrO0, CAETIAN €r0 TOJBKO «IJIs IPY3€eii»;

He pa3memaii u He yka3biBail HH(OOPMAIUIO, KOTOPAst MOXKET KOTO-THM00 OCKOPOIAThH
W OOVDKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIE MKOJIBHUKU- aKTHBHBIC TIOJB30BATENH M(POBOTO MPOCTPAHCTRA.
OpHako JaneKko He BCe 3HAIOT, YTO MOJIb30BAHNE MHOTUMHU BO3MOKHOCTSIMU
U poBOro Mupa TpedyeT coOJII0ICHUS PAB Ha UHTEIUIEKTYalIbHYIO0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTyallbHast COOCTBEHHOCTHY» OTHOCHUTCS K PA3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HaUMHAasl ¢ HOBBIX M300pETEHU U 3HAKOB, 0003HAUAOIIUX
COOCTBEHHOCTb Ha MPOJIYKTHI U YCIYTH , U 3aKaHUMBasi KHUTaMu, GoTorpapusiMu,
KMHO(DUIEMaMH U MY3bIKaJIbHBIMU TTPOU3BEACHUSIMU.



ABTOpCKHE MpaBa - 3TO MPaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBI U HCKYCCTBA. ABTOPCKHE IPaBa BBICTYNAIOT B
KauyecTBE TapaHTUU TOTO, YTO UHTEIICKTYabHBIN/ TBOPUECKHI TPY/ aBTOpa HE OyIeT
HaIlpacHbIM, JJACT EMY CIIPABEJIMBbIE BO3MOXXHOCTHU 3apadO0TaTh HA PE3yJIbTaTax
CBOETO TPY[a, MOIYYUTh U3BECTHOCTH U NMpu3HaHue. HukTo 6e3 pasperienus aBropa
HE MOET BOCIIPOU3BOJIUTH €T0 MPOU3BEICHHE, PACTIPOCTPAHSITH, ITyOIMIHO
J€MOHCTPUPOBATh, IPOJAaBaTh, UMIIOPTUPOBATh, TyCKaTh B IPOKAT, yOJIUYHO
HCIIOJTHSATH, MOKA3bIBATh/UCIIOHATD B 3(upe WK pameniats B UHTepHeTe.

Hcnonb3oBaHue «MUPATCKOTO» MPOTPAMMHOTO 00ECIIEUEHHUSI MOKET IPUBECTH K
MHOTUM pUCKaM: OT TOTEPH JAHHBIX K TBOUM aKKayHTam J0 OJOKUPOBKHU TBOETO
YCTPOWCTBA, TI€ YCTAHOBJICHHBIN HE JIeTalIbHAs ITporpamma. He crout takxke
3a0BIBaTh, YTO CYIIIECTBYET JETAIbHBIC U O€CIUIATHBIC MPOTPAMMBI, KOTOPHIE MOXKHO
HaWTH B CCTH.



